


Deployment Models

Cloud Deployment (GeoEvident Cloud)

Ideal for: Quick onboarding, multi-team access, and centralized operation
management.

Security features:

e RBAC with least-privilege role allocation

e Comprehensive audit logs supporting investigative workflows

e SSO availability on specific plans using enterprise identity standards such
as SAML 2.0 and/or OIDC

e Tenant separation and access controls tailored to customer environment
requirements

Operational features:

e Centralized administration for users, roles, and access

e Features for case workflow and evidence reporting

e Retention and export options that are configurable based on
contract/deployment specifics

Shared Responsibility: In the cloud setup, GeoEvident secures the application
platform, while customers manage user provisioning, access policies, and the
sensitivity of submitted content.

On-Premise Deployment (GeoEvident On-Prem)

Ideal for: Environments with high sensitivity, limited connectivity, sovereignty
requirements, and controlled networks.

Security features:

RBAC for controlled access

Audit logs for traceability

Network isolation, supporting fully offline/no-internet operations

O ine updates via controlled media and approved update packages
Designed for environments requiring “air-gapped/offline” operations,
common in critical/controlled networks



Customer-controlled controls:

e Physical security of the hosting environment

e Network segmentation/ACLs, endpoint hardening, and SIEM integration
(where applicable)

e Backup, retention, and key management policies in alignment with internal
governance

Identity, Access Control, and Authentication

Role-Based Access Control (RBAC)

GeoEvident employs RBAC to ensure access is restricted to authorized personnel
and specific functions:

e Admin: Manages user/role, configures tenants

e Analyst: Creates cases, uploads media, conducts analyses, and generates
reports

e Viewer/Auditor: Provides read-only access for oversight and review

RBAC is implemented to maintain least-privilege access and separation of duties.
Single Sign-On (SSO) (Cloud, select plans)

When enabled, GeoEvident supports SSO in line with common enterprise
standards such as:

e SAML 2.0 - prevalent for enterprise web SSO
e OpenlD Connect (OIDC) - modern SSO for cloud/API-first environments

Audit Logs and Case Traceability

Importance of Audit Logs

Audit logging is pivotal for investigations and ensuring compliance. Industry
standards emphasize the collection and retention of logs to aid in detecting,
understanding, or recovering from incidents.

Content of Audit Logs

GeoEvident's audit logs are crafted to provide ample context for retrospective
review. In accordance with established advice, audit records typically document:






unless the deployment and contract specifically support it.
e On-Prem deployments can be used for restricted environments where data
must remain isolated.

Retention and Deletion

Retention policies are driven by deployment and policy. Typical capabilities
include:

e (Case-based retention policies aligned with customer governance

e Deletion workflows for cases and associated artifacts (where enabled)

e Backup/restore handling aligned with customer environment (especially On-
Prem)

Security Operations
Vulnerability Management (Overview)

GeokEvident adheres to structured vulnerability management practices aligned
with widely accepted operational guidance, including identifying, prioritizing,
remediating, and verifying vulnerabilities.

Patch and Update Management (Cloud vs On-Prem)

e Cloud: Updates are administered through controlled release processes.
e On-Prem: Updates can be delivered offline.

For controlled environments, formal review of patches and assessments of
applicability and risk are recommended before deployment—especially for
critical networks.

O ine Updates for Air-Gapped/Isolated On-Prem

For fully isolated environments, GeoEvident supports o ine update
workflows, including:

e Customer-approved update packages delivered via controlled media

e Integrity verification of update artifacts (e.g., checksums/signatures where
applicable)

e Staged rollout: from test environment to production environment

e Documented change control and update audit trail (recommended in
restricted networks)



Incident Response and Support

GeoEvident's incident response strategy aligns with standard incident response
lifecycle practices, including preparation, detection/analysis,
containment/eradication/recovery, and post-incident improvements. NIST
provides widely used guidance for this lifecycle.

Support Model Typically Includes:

e A defined security contact channel for reporting issues

Coordinated investigation and customer communication, with scope and
SLA dependent on the agreement
Post-incident review and control improvements where applicable

Security “Pack” Add-ons (Available on Request)

To facilitate procurement and security review cycles, GeoEvident can provide
(under NDA where appropriate):

Deployment hardening checklist (Cloud and On-Prem)

Network requirements (ports, inbound/outbound expectations, proxy
handling)

Audit event catalogue (exact event names and schemas)

SSO configuration guide (when enabled)

Air-gapped update procedure (offline rollout steps + integrity checks)
Security questionnaire response pack (standard procurement questions)






